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DATA BREACH POLICY 

 
 
At Child First we provide support to disadvantaged Child and Young People from 21 
member schools. All member schools are based in NE Colchester, Essex. 
 
As a charity we seek to operate within a ‘privacy by design’ framework that reflects best 
practice. 
At Child First, in relation to privacy, we are committed to: 
 
Transparency | Simplicity | Control 
 
OUR AIM: 
We work to ensure that: 
 
• We are fully transparent in all we do.  
• We communicate effectively, using simple, easy-to-understand language. We want all 

involved with Child First to be clear about what we do, how we do it and why we work 
the way we do. 

• Our beneficiaries and team members have full control over their data. 
• Our beneficiaries and team members are confident in our ability to work safely and with 

full regards to the law. 
 

 
Background 
At Child First Trust we respect and value the privacy of everyone who comes into contact 
with our charity including those who visit our website; www.childfirsttrust.com (“Our Site”) 
as well as those who access our services either as a beneficiary or as a team member.  
 
As a charity we only collect and use personal data in the ways that are outlined in our Data 
Protection and Privacy Policies, and in a manner that is consistent with Our obligations and 
your rights under the law. 
 
In all circumstances we strive to ensure the security and confidentiality of all the personal 
and Special Category Personal data that we process. We take every care to protect the 
personal data with which we are entrusted and have clear procedures and measures in 
place in order to avoid the unauthorised disclosure or loss of personal data. 
This policy applies to all personal and Special Category personal data processed by Child 
First Trust. 
 
Legislative framework  
At Child First Trust we aim to embrace a culture of ‘privacy by design’ whereby we plan, 
proactively and strategically to ensure that we comply fully with the General Data 
Protection Regulation. There are eight Data Protection Principles contained in the Data 
Protection Act that must be complied with when processing personal data. Failure to 
comply with any of these Principles is a breach of the Data Protection Act. This policy 
focuses on the seventh of the principles, namely that concerned with taking ‘Appropriate 
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technical and organisational measures against unauthorised or unlawful processing of 
personal data and against accidental loss or destruction of, or damage to, personal data.’ 

The GDPR introduced a duty on all organisations to report certain types of personal data 
breach to the relevant supervisory authority. At Child First we will do this within 72 hours of 
becoming aware of the breach, where feasible. 

 
Data Breach Definition and Examples 
A data breach relates to the loss of personal data and will be notified following the 
procedure described below. A security breach relates to the loss of equipment containing 
personal data. Where a security breach has been notified that also involves personal data 
staff must also follow the data breach policy.  The ICO defines a personal data breach as  
“A personal data breach means a breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data. This 
includes breaches that are the result of both accidental and deliberate causes. It also 
means that a breach is more than just about losing personal data.” 
 
Personal data breaches can include: 

• Access by an unauthorised third party; 
• Deliberate or accidental action (or inaction) by a controller or processor; 
• Sending personal data to an incorrect recipient; 
• Computing devices containing personal data being lost or stolen;  
• Alteration of personal data without permission; and 
• Loss of availability of personal data. 
 
 
Action to be taken in the event of a data breach  

 
 
Containment and recovery  
 
Who is responsible for action? In the case of Child First Trust, any 
individual/organisation that identifies a data breach should report this to Sacha 
Brakenbury, CSN CIC sacha@csncic.net, 0845 463 1342. This will then be shared with 
Trustees.  
  
Action to be taken: The immediate priority is to contain the breach and limit its scope 
and impact.  
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Where personal data has been sent to someone not authorised to see it Child First team 
members will:  

• Tell the recipient not to pass it on or discuss it with anyone else.  
• Tell the recipient to destroy or delete the personal data they have received and get 

them to confirm in writing that they have done so. 
• Warn the recipient of any implications if they further disclose the data; and  
• Inform the data subjects whose personal data is involved what has happened so that 

they can take any necessary action to protect themselves. For guidance on when it is 
relevant to tell an individual about a breach please see below. 
 

The responsible person for the area where the breach occurred will be notified and they 
will immediately record:  

• Date and time of the breach. 
• Date and time breach detected.  
• Who committed the breach.  
• Details of the breach. 
• Number of data subjects involved; and  
• Details of actions already taken in relation to the containment and recovery.  
Assessing the risk  
Who is responsible for action? – Child First Manager in partnership with the Chair of 
Trustees.  
 
Action to be taken  
Child First Manager and Chair of Trustees will carry out an investigation into the breach 
and prepare a report. This report will follow the ICO’s guidance on Breach Management 
and will consider the following:  
 

• How the breach occurred.  
• The type of personal data involved.  
• The number of data subjects affected by the breach.  
• Who the data subjects are.  
• The sensitivity of the data breached.  
• What harm to the data subjects can arise? For example, are there risks to physical 

safety, reputation or financial loss?  
• What could happen if the personal data is used inappropriately or illegally?  
• For personal data that has been lost or stolen, are there any protections in place such 

as encryption?  
• Are there reputational risks from a loss of public confidence in the service that Child 

First Trust provides.  
At Child First Trust we recognise that a breach can have a range of adverse effects on an 
individual, which includes emotional distress, and physical and material damage. Some 
personal data breaches will not lead to risks beyond possible inconvenience to those who 
need the data to do their job. Other breaches can significantly affect individuals whose 
personal data has been compromised. It is the role of the Trust Manager and Chair of 
Trustees, supported by the Trustee with responsibility for Data Handling, to assess this 
case by case, looking at all relevant factors. 
 
Notifying Trustees About a Data Breach. 
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Team members agree to notify Trustees and the Charity Manager within 24 hours of a data 
breach being detected. Full details will not be required at this time but a broad overview 
must be provided. This is in order to allow Head Office to support the relevant team 
member and to ensure full compliance with ICO guidance. 
 
Notifying Individuals About a Data Breach. 
If a breach is likely to result in a high risk to the rights and freedoms of individuals, the 
GDPR says we must inform those concerned directly and without undue delay.  

A ‘high risk’ means the threshold for informing individuals is higher than for notifying the 
ICO. Again, you will need to assess both the severity of the potential or actual impact on 
individuals as a result of a breach and the likelihood of this occurring. If the impact of the 
breach is more severe, the risk is higher; if the likelihood of the consequences is greater, 

then again the risk is higher. In such cases, we will need to promptly inform those affected, 
particularly if there is a need to mitigate an immediate risk of damage to them. One of the 

main reasons for informing individuals is to help them take steps to protect themselves 
from the effects of a breach. 

Please note: If a decision is made not to notify an individual, we will still notify the ICO 
unless we can confidently demonstrate that the breach is unlikely to result in a risk to rights 
and freedoms. We recognise that the ICO has the power to compel an organisation to 
inform affected individuals if they consider there is a high risk. In any event, Child First 
Trust will always document its decision-making process in line with the requirements of the 
accountability principle. 
 
What information must we provide to individuals when telling them about a breach? 
We will describe, in clear and plain language, the nature of the personal data breach and, 
at least: 

• The name and contact details of our data protection lead  
• And/or any other contact point where more information can be obtained; 
• A description of the likely consequences of the personal data breach; and 
• A description of the measures taken, or proposed to be taken, to deal with the personal 

data breach and including, where appropriate, the measures taken to mitigate any 
possible adverse effects. 

Notifying the Information Commissioner and other Third Parties 
Who is responsible for action? –The Trust Manager and Chair of Trustees will check if 
breach is required to be notified to ICO and undertake action as required.   
Action to be taken: If the breach requires notification to the ICO then the Trust Manager, 
in partnership with the Chair of Trustees will complete a Breach Notification Form. 
At Child First Trust we commit to reporting a notifiable breach to the ICO without undue 
delay, but not later than 72 hours after becoming aware of it. If we take longer than this, we 
will give full reasons for the delay. 

Section II of the Article 29 Working Party Guidelines on personal data breach notification 
gives more details of when a controller can be considered to have “become aware” of a 
breach. The GDPR recognises that it will not always be possible to investigate a breach 
fully within 72 hours to understand exactly what has happened and what needs to be done 
to mitigate it. So Article 34(4) allows for us to provide the required information in phases, 
as long as this is done without undue further delay. In accordance with best practice our 
data controllers will always prioritise the investigation, give it adequate resources, and 
expedite it urgently.  
Child First has adopted the ICO’s Security Breach Notification Form for use in the event of 
a notification.  
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This includes: 

• A description of the nature of the personal data breach including, where possible: 
• The categories and approximate number of individuals concerned; and 
• The categories and approximate number of personal data records concerned; 
• The name and contact details of the data protection officer or other contact point where 

more information can be obtained; 
• A description of the likely consequences of the personal data breach; and 
• A description of the measures taken, or proposed to be taken, to deal with the personal 

data breach, including, where appropriate, the measures taken to mitigate any possible 
adverse effects. 

Full consideration will be given to notifying third parties such as the police, insurers, 
professional bodies, or bank or credit card companies where this would help reduce the 
risk of loss to individuals affected. 
 
Evaluation and Response 
Who is responsible for action? Child First Manager in partnership with the team where 
the data breach occurred. 

Action to be taken: Once the breach has been dealt with we will then focus on the cause 
of the breach. There may be a need to update policies and procedures, or to conduct 
additional training. Child First Trust will keep a record of any personal data breaches, 
regardless of whether or not we are required to notify. 

Head Office maintains a central register of any breaches. All team members commit to 
keeping their own records but to additionally notifying Head Office within 24 hours of the 
breach being identified. This enables Head Office to maintain a central, collective 
record.             
Article 33(5) requires us to document the facts relating to the breach, its effects and the 
remedial action taken. This is part of our overall obligation to comply with the accountability 
principle, and allows us to verify our organisation’s compliance with its notification duties 
under the GDPR. 
As with any security incident, we will investigate whether or not the breach was a result of 
human error or a systemic issue and see how a recurrence can be prevented – whether 
this is through better processes, further training or other corrective steps. 
 
ENDS 
 
 


